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The problem

HubSpot’s strategic integrations team currently manages
over 475 API calls.

However, we don’t have any best practices to align our

response when a 3rd party has an outage or a breaking
change that affects our integrations.

SI 3rd Party APIs Audit
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https://docs.google.com/spreadsheets/d/1D0DquUD7q4EyThE4YHyTP85kqW85pLVpVgFCakj6DKs/edit?usp=sharing

‘ The problem

Integration CritSit Causes Q1 2023

Why is this
important?

Third Party Outage
25.0%

Half of all integration-related critsits in
Q1 of this year were related to third
party outages and breaking changes.

HubSpot Bugs
50.0%

Third Party Breaking Changes
25.0%
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‘ The problem

SevNA

Current state
0%
Of these third-party outage-related
critsits in Q1, 62.6% were a Sev-4 or S
worse.

Sev3
18.8%

Sev4
18.8%
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‘ The problem

# of outage related CritSits in previous 12 months

Current state .

20

Out of all of the third-party
outage-related critsits in the last 12
months, almost 20% of them are related

to and managed by SI teams.

15

# of Critsits

10

SI Rest of HubSpot

Scope
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‘ The problem

. Server response
Slack - Associate Slack channel -
{"status":"error","message":"Clien |
< u r re n T STq Te R Srvor hapRered. error processing request when
X
€ha  Pleose wait o minute and fry again. contacting the upstream service

L with message:
Channel visibility * “{\"status\":\"error\",\"category\
. ) Publc z '881268880° | RealmId:
DeSpITe the amount and SeverlTy of Chomnel desciption ' 4620816365213733390° | Account not

these critsits, we don’t have best B A
practices to align our error responses, = M—
and so our current UX responses range

TO O Cce pTG b I e TO nO neX i STe n T. Create a product in QuickBooks if it doesn't exist? * @

kearch Q %%

O

Choose a value O~

@ Status code: 400

An error occurred

Please try refreshing the page. If the problem continues, please contact support.
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‘ The problem

avg # of jira attaches
Current state 5
We can quantify the impact on our 30

customer support teams by the number
of jira tickets that are attached to
support cases.

20

avg # of jira attaches

10

In comparison to the

integration-related support tickets for e
rest of HubSpot, there is a significant

number of jira attachments related to

SI.

Rest of HubSpot

Scope
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Intro

. “oe ueodaie
- /L% qb
The solution

UX best practices

While we cannot control the \

uptime of third parties we
integrate with, we can control
what impact 3rd party

downtime has on HubSpot. \ -..
\ ..-

salesforce

Engineering best practices




Intro Q
zoom ickBooks is
UX ,E{?Ja q bexpczanencing Issues
4 ° A
The SOIUTIO“ '/ UX best practices

In this presentation, we’ll mostly \

cover our UX solution to the
problem.

salesforce

Engineering best practices

ST Reliability Best Practices Figma \ q..
\ :



https://www.figma.com/proto/2l1UBEcI8i9Yj6BHgfZIfB/SI-Reliability-Best-Practices?page-id=290%3A2632&type=design&node-id=1102-31007&t=5WU8bdZtIXJJSWlf-0&scaling=scale-down-width&starting-point-node-id=1102%3A31007

What we did

1. Current state audit

2. Market research

3. Build baseline best practices

4. Analyze and categorize API
UX responses

5. Create best practices to
solve for +80% of use cases

6. Create a single source of

HubSpot Strategic Integrations truth for both eng and UX

SI Reliability Best
Practices

Status: ¥4 Complete

aaaaaaaa idge Gary Mac Elhinney beST pI’O CTICGS

Design DRI Engineering DRI




What we did

IsAudit % & & savedtoDrive ° =
sert Format Data Tools Extensions Help

& F wo% v $ %

9 23 Lexen. v —[10/+ B I

cR-A- o B @Y B

riggered third party data fetch

E 4 ‘ 3 ; 1. Current state audit
ory APt it

3rd Party APT Detai

Screenshot UX Response Type

Used for geting the cuth code os partof he nfil auth
contecinut com/cornectioautz process, Without s no new insalls can be made however
isting nstalls shoukd work.

Used for gtrng th access foken with he auth code,as e |y ]
i o i i as getting refresh 1okens. The foken has a defaut lerime of
5600 seconds ( hour) and 5o if an outage lasts longer than. | =
{his, nothing ese il be Gccessible by APL = A
[ e P!
app. Existing users are unaffected (except for functionality | "=
raimips | which lso uses These endpeints This endpeint s clso used

i he data sync insall process. won show fhe Gbp being
installed even after successtul Guthenfication and dom’ Show
any rror messoge ob wek.
1 these endpaints do not work,then no user can install he
app. Existing users are unaffected (except for functionality | “~*™

GET

3/company/<realmiD>/companyinfe

GET /v3/company/<roalmiD>/proferances which also uses these endpoints). This endpoint i also used ||~
for currency lookups and so an outage might have wider o
reaching effects. .
3rd Party APL Details Screenshot UX Response Type
Tnvoice pdf is shown in a separafe fab and i just show fhe S inconsole, no
raw error message from backend. /a1 accomtingessen /a3
ormpany/<reaimiD>/invoice(nvoiceld atdtias) o et
3rd Party APL Details Screenshot UX Response Type
GET - vi/company/<realmid>/customert< Used in backfilling job - only run on demand Notsure o

ounting ~ @ Collaboration ~ EACRM - & ECommerce ~ ENERP - ] Video Conferencing ~ R Other ~ Statistics ~ 1 Play progress ~
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‘ WhCﬁ' we d |d Current UX Responses Totals
Nothing and retry (for a set amount of time) 67

Nothing and don't ret v 87
Error message in console, nothing in UI v 1
Error message (but partly worked) v 4

Current state

Success message (but partly failed) 3

We give feedback when something goes wrong )

for 50% of the use cases.
9

176
Good(ish?) error message A 1

Incorrectly says no [objects] exist v 38

Error on 3rd party app (we don't control this) ~ 3

Not sure hd 73

Audit link
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https://docs.google.com/spreadsheets/d/1D0DquUD7q4EyThE4YHyTP85kqW85pLVpVgFCakj6DKs/edit?usp=sharing

‘ WhCﬁ' we d |d Current UX Responses Totals
Nothing and retry (for a set amount of time) 67

Nothing and don't ret v 87
Error message in console, nothing in UI v 1
Error message (but partly worked) v 4

Current state

Success message (but partly failed) 3

10% of the time, our feedback is incorrect or )
f0|se uccess message (but completely failed)

Stuck loading state 9
176

Good(ish?) error message A 1

I Incorrectly says no [objects] exist v 38 I
Error on 3rd party app (we don't control this) ~ 3
Not sure - 73

Audit link

HubSpdt


https://docs.google.com/spreadsheets/d/1D0DquUD7q4EyThE4YHyTP85kqW85pLVpVgFCakj6DKs/edit?usp=sharing

‘ What we did

67
87
4
3
40% of the time, our explanations are either )
hard to find (e.g. in the console) or not helpful
(stuck loading state without explanation or a N— !
generic explanation that doesn’t help the user 1
understand what’s going on - “Something went i - 1
wrong. Please fry again lafer”) 58
Error on 3rd party app (we don't control this) ~ 3
Not sure v 73

Audit link
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https://docs.google.com/spreadsheets/d/1D0DquUD7q4EyThE4YHyTP85kqW85pLVpVgFCakj6DKs/edit?usp=sharing

‘ WhCﬁ' we did Current UX Responses

Totals

67

87

4

3
What’s most concerning is that in response to an . 4

. 2

outage of 33% of all API calls, the user isn’t
given any indication in the UI that the —— i
operation has failed, leading to false 176
assumptions that something did work when it did Good(ish?) error message - 1
not. : .

38

Error on 3rd party app (we don't control this) ~ 3

Not sure hd 73

Audit link
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https://docs.google.com/spreadsheets/d/1D0DquUD7q4EyThE4YHyTP85kqW85pLVpVgFCakj6DKs/edit?usp=sharing

What we di

e e Bl AhI e e Tage https://usersnap.com/blog/error-messages-best-practices/

5. Have a Communication Plan Ready

Vhen stuff hts the fan, make sure you've got a plan in place so that you can quickly
communicate with your team about what needs to get done. You're also going to need a plan

"4 Current state audit
Market research
Build baseline best
practices

for communicating with your customers and t

Internal Communication «  Add Payment

Introverted or not, it’s stilvital that we're efficient communicato

Try Againt

wwwflickr.com/photos/tbaatar /8367493679

Here are some steps you can take to be effective in communicating with your team should a
3rd party outage occur:

+ Identify the stakeholders — who's who on the team? What are their responsibilities?

If you're a large organization, you might want a record of this who's mewhere on your
‘computer. Most people are terrible with names, so save a st of names, duties, and email
u can get in touch with the right people ASAP.

+ Assign the right tasks to the right people, and make sure people are clear on what their
+ Have  chain of execution ~ maybe you send a Slack message or email to stakeholders or
call 2 meeting to inform them, and then everyone executes their part of the plan.

+ Take your plan for a test drive every 6-12 months so that everyone is prepared when a

real outage occurs.

External Communication

Image credit: €

Your internal plan shouldn't be the only communication plan you hay

You're going to need to communicate with your most important asset: your customers.

Comeast communicated with the public via Twitter shortly after the outage first occurred

o=
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BSony,ﬂ-nwuawoblm

You'll find more detasls haghlghted below

TITIIIIL
Your email could not be se =
Sign up

Nope. Try again rou e Reseq rCh

john johnson

Your email

[ == S r

There wasn’t a ton of

0 Dccpienprcesng {00 research on building

O DO000TFEFDFT20. frontend error responses
st specifically for use cases

related to 3rd-party outages.

Error

g unauthorized

No dining spots purr-fectly match...
Clear all filters

However, there’s a lot of UX

o guidance on error message

SORRY!

ChatGPT is at capacity right now be ST prOCTices.

Get notified when we're back

Images source 1, images source 2
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https://cxl.com/blog/error-messages/#h-case-study-poor-error-message-design
https://www.nngroup.com/articles/error-message-guidelines/

Nielsen Norman Group Error Best Practices:

e Design effective error messages by ensuring Reseq rCh

they are highly visible, provide constructive
communication, and respect user effort.

There wasn’t a ton of
research on building
frontend error responses

specifically for use cases
e Don't use technical or HubSpot jargon. related fo 3I’d-p0l’1’y ouToges.

HubSpot Error Message Guidelines:

e Don't use frivolous language like ‘oops’, ‘uh-oh” and ‘it’s us, not you’.
However, there’s a lot of UX

guidance on error message
best practices.

e Don’t use exclamation marks.

e Don't say sorry or take up space with foo many pleasantries.

e Be clear, direct, brief, and helpful.

HubSpdt


https://tools.hubteamqa.com/ui-library/content/error-message-library
https://www.nngroup.com/articles/error-message-guidelines/

HubSpot Error Message Guidelines:

Structuring error messages Reseq rC h

If reason for failure known:

[What failed] + [Why it failed] + [Next steps]
There wasn’t a ton of
Example: Your email address wasn’t confirmed. The link in the email may hc research on bui|ding

used already. Request another email here. frontend error responses

If reason for failure unknown: specificolly for use cases
related to 3rd-party outages.
[Something happened] + [What failed] + [Next steps]
However, there’s a lot of UX
guidance on error message
best practices.

HubSpdt


https://tools.hubteamqa.com/ui-library/content/error-message-library

Differences between errors related to 3rd
party outages and general errors:

Research

e We don’t control the solution or its timeline

e Instead of something simply not working,

data may be outdated and incorrect However, these best

practices didn’t completely

e Insome cases, users might not notice solve for our use cases.
something went wrong without an error

e Errors are never in response to an
incorrect user input (i.e. even if the user did
everything right, the error would still happen)

e Sometimes, these errors are temporary and

will be fixed without any action from the
user.

HubSpdt



HubSpot best practices for errors relating to
third-party outages:

Research

° Be contextual. Show the error where the user

is working.

e Be timely. When possible, warn the user
before they attempt an action that is We built best practices that
temporarily affected by an outage. would help guide us in

e Take the blame. Do not blame the 3rd party creating effective error
application, and do not reference the outage responses specifically in

in case they haven’t publicized it yet. Never
blame the user.

e Be human. Tell people what happened in the
most human way possible. Do not show the
user a coded error message.

e Be actionable. Although there is often no
action needed from the user to resolve the
error, always provide the user with a next step.

HubSpdt

response to third-party
outages and breaking
changes.



What we did

Considerations for communication

1. Cause of error known/unknown
a. We know that a specific app is causing the outage
i. Looks like ABCompany is having technical issues right
now, so XYZ feature isn’t available. Check back in a little
bit.
b. We don’t know what’s causing the error
i. Something’s not working...
1. like a catch all 500 error.
2. Scale of outage/error in UI
a. UI outage
i. Full app error (can’t set up / authenticate syncing
between HS and app)
ii. Full page error (can’t view an object)
iii. Partial page error (can’t view a part of an object)
b. Data fetch error
i. Full object error (can’t create object at all)
ii. Single piece of data error (can create object, but that
object will be missing an element)
c. Initiation
i. Error occurs in the background without user initiation
1. User ISN’T on the page, and the user doesn’t interact
with anything (probably don’t need an error here)
2. User IS on the page, but the user doesn’t interact
with anything (might want to show a warning that

HubSPBt

Thoughts

Do we want to consi
comms around 3rd g

Does our scope inclt
similar way while we

they connect an inte
we tell them it’s goir
later, and they don’t
isn’t any contacts. w
there isn’t contacts.

Zoom integration - s
attendees. user can

into zoom and see tt
know why this inforr

how do we communi
background that the
happen after they cl
asynchronously.

product experts -@s
questions after the |

"4 Current state audit
4Market research

Build baseline best
practices

Analyze and categorize
API UX responses



‘ What we did

Analyze and
categorize API UX
responses

We looked for similarities between API
call UX responses and experimented
with grouping use cases by criticality,
scale, initiation of action, and cause of
error.




‘ What we did

Analyze and
categorize API UX
responses

We settled on a combination of where
the user is on the page and the features
and elements they’re interacting with
when the error occurs.

Integration
Reliability
Best Practices

UX best practices

ice best practices will vary depending on Your scenario, Follow

Which characteristic best describes how the error was initiated?

User is in HubSpot
[y

A user clicks an element or performs an action that is unable to go through because of an outage

A user is viewing a page or information that is affected by a 3rd party outage

User is in the 3rd party app
A user is in the 3rd party app affected by the outage, and we will display an error in the app
User is not on a page related to the 3rd party app

User is not on a page related fo the 3rd party app

HubSpdt




What we did

y N\
DO DON'T .
Take the blame for the outage and provide users with a helpful next X Don’t blame the user or the 3rd party app. t 1 . CU rrenT STG Te G U d I T
step they can take in the meantime while the outage is resolved. only thing we can control is our response to M T
2. arket research
We’re having trouble connecting to QuickBooks right now. QuickBooks is experiencing an out . .
\__ Until a connection is reestablished, the list of payees you can select If you try to add payees fo this form, you 3. B U I |d bO Sel I n e beST
below might be out of date or unable to be updated... information...

practices
(‘oo 4. Analyze and categorize API
@ Follow the content template below. UX responses

Summery of problem 5. Create best practices to

We’re having trouble connecting to [App Name] right now. solve for +80% of use Cases

Impact to the user Explanation of solution

Until a connection is reestablished, [fields impacted] below might be out-of-date. This is due to a temporary issue with our connection, a

Next step

action on your part fo resolve. You can still [submit this form], but we recommend checking back later to review the [fields impacted].

HubSPBt



What we did: Create best practices to solve for +80% of use cases

Eng best practi... En q 5(cp 2-F Eng Step2-M EngStep2- R

We identified and built unique best practices for
16 UX scenarios and 9 engineering scendrios.

etri... tating 3rd p.

I etri

UX best practi... UXStep2-Us.. UXStep2-Vi.. Userisn'ton th..

I I nteractio. l I Ir
I I\Mn\u |

Step 3 - Us.




‘ What we did: Create best practices to solve for +80% of use cases

Every best practices page has the
following sections:

Integration
Reliability
Best Practices

About
Engineering best practices

UX best practices

UX best practices for your scenario

cioted wih the scenario below. However, you may need fo combine best procices if your eror affects multiple user

mociy the components and content below fo best it your uni se.

Remember 1o consut the Engineering best practices in fandem with these recommendtions.

You selected

A user clicks an element or performs an action that is unable o go through because of an outage

The user is creating or updating a form

The user is filling out the form and an outage affects a specific field on the form

The impacted field is a required field on the form

Overview

Inthisscenario, the user cicked a create or e buton (or equ and found thaf there s missing or out-of-dafe information in one of fhe felds on fhe page. Becausa fhe field is

required, the form can't be created or edifed correctly without rmation.

Best practices

1. Information is unable to be displayed
2 Information is displayed, but could be out-of-date

Scenario 1: Information is unable to be displayed

I this scencrio, the user is bocked from submitting the in a required fied con not be displayed ot .

Error alert

from getting ol the way down the form or page before.
bl We do tis by putting an error cert a fhe fop o f

ot they're frying fo do won't work

We're having trouble connecting to [App Name] right now.
Until @ connection i reestablished, we won't be abie fo [create/updae your object], This s due 1o o femporary issue with our connection, and it will most likely need no
action on your part 10 resolve. Pledse ry again afer.

0o DoNT
8 Toke the blame for the outage and provide users with a helpful next X Dont blome the user or he 3rd party pp. Errors happen, and the

step they can foke in the meantime while the outage is resoived. only thing we can control i our response fo them.

We're having frouble connecting fo QuickBooks right now. 5 = 5

QuickBooks is experiencing an outage.
Until s connection s reestabished, we won't be oble fo create o § U )
QuickBooks invoice from HubSpor, — = You can't create o QuickBooks invice from HubSpot right now.

0o

Follow the content template below:




What we did Create best practices to solve for +80% of use cases

Integration
Reliability

Best Practices UX best practices for your scenario

Every best practices page has the -
following sections: o

1. Explanation and link to
engineering best practices

S

The best practices outlined below will be applicable to most use cases associated with the scenario below. However, you may need to combine best practices if your error affects multiple user
scenarios, or you might modify the components and content below to best fit your unique use case.

Remember to consult the Engineering best practices in tandem with these recommendations. ‘




What we did: Create best practices to solve for +80% of use cases

Integration
Reliability - .
Best Practices UX best practices for your scenario

Every best practices page has the -
following sections:

Engineering best practices.

1. Explanation and link to
engineering best practices

2. Parameters / characteristics of
use case

You selected

A user clicks an element or performs an action that is unable to go through because of an outage
The user is creating or updating a form
The user is filling out the form and an outage affects a specific field on the form

The impacted field is a required field on the form




What we did: Create best practices to solve for +80% of use cases

Integration
Reliability . .
Best Practices UX best practices for your scenario

Every best practices page has the -

Engineering best practices

following sections:

1. Explanation and link to
engineering best practices

2. Parameters / characteristics of
use case

3. An overview of the scenario

Overview

Best practices ‘

Overview

In this scenario, the user clicked a create or edit button (or equivalent), and found that there is missing or out-of-date information in one of the fields on the page. Because the field is

required, the form can’t be created or edited correctly without the information.




What we did: Create best practices to solve for +80% of use cases

Every best practices page has the
following sections:

L.

Explanation and link to
engineering best practices
Parameters / characteristics of
use case

An overview of the scenario
Design best practices

Integration
Reliability . . o
Best Practices UX best practices for your scenario

About

Engineering best practices

Scenario 1: Information is unable to be displayed

In this scenario, the user is blocked from submitting the form because information in a required field can not be displayed at all.

Error alert
To prevent the user from getting all the way down the form or page before realizing that something isn’t right, we want to inform the user as soon as possible that information is
temporarily unavailable. We do this by putting an error alert at the top of the form to tell the user that what they’re trying to do won’t work right now.

We’re having trouble connecting to [App Name] right now.

Until a connection is reestablished, we won’t be able to [create/update your object]. This is due to a temporary issue with our connection, and it will most likely need no
action on your part to resolve. Please try again later.

Contextual messaging
The next thing we’ll do is provide contextual messaging so the user can find where the error is occurring. Display the field as an error, and add an error message below the field.

[Label] *

Select [label] =

We can't display the [label]s right now. Please check back in a few minutes.

Tooltip over the disabled submit button

Finally, since the required field prevents the user from submitting the form, we will disable the submit button and provide an explanation in a tooltip on hover over the button.

[App Name] [action] is temporarily

unavailable.

HubSpdt




‘ What we did: Create best practices to solve for +80% of use cases

Every best practices page has the
following sections:

1. Explanation and link to
engineering best practices

2.  Parameters / characteristics of

use case

An overview of the scenario

Design best practices

Content best practices

ko

Integration
Reliability

Best Practices

About

Engineering best practices

UX best practices for your scenario

ent or performs an action that is unable to go through becau

The user is creating or updating a form

The user is filling out the form and an outage affects a specific field on the form

DO

QuickBooks invoice from HubSpot...

Take the blame for the outage and provide users with a helpful next
step they can take in the meantime while the outage is resolved.

We’re having trouble connecting to QuickBooks right now.

DON'T
X Don’t blame the user or the 3rd party app. Errors happen, and the
only thing we can control is our response fo them.

QuickBooks is experiencing an outage.

Until a connection is reestablished, we won’t be able to create a

You can’t create a QuickBooks invoice from HubSpoft right now...

DO
Follow the content template below.

Summary of problem

Impact to the user

We’re having trouble connecting to [App Name] right now.

Explanation of solution

Next step

\_ Please try again later.

Until a connection is reestablished, we won’t be able to... This is due fo a femporary issue with our connection, and it will most likely need no action on your part to resolve.

I




‘ What we did: Create best practices to solve for +80% of use cases

Every best practices page has the
following sections:

L.

[« JS, I NIEY N

Explanation and link to
engineering best practices
Parameters / characteristics of
use case

An overview of the scenario
Design best practices

Content best practices

A real example of the
guidelines in practice

Integration
Reliability . - .
Best Practices UX best practices for your scenario
oo

Example

QUICKBOOKS

GET - v3/company/<realmId>/query

The user wants fo create an expense in QuickBooks. Associating the expense with a payee in QuickBooks is a required field on the form, but we can’t get a list of their payees fo

display for the user to choose from. Because this field is required, the user will not be able to submit the form fo create the expense until the outage is resolved.

Create a QuickBooks expense X

We’re having trouble connecting to QuickBooks right now.

Until @ connection is reestablished, you won’t be able to create a QuickBooks invoice
from HubSpot. This is due to a temporary issue with our connection, and it will most
likely need no action on your part to resolve. Please try again later.

This actoin will create an expense in QuickBooks to reflect your HubSpot payment fee.
Learn more (7' about how this action works.

Which Quickbooks account do you want to create an account for? *

Sandbox Company >

Payee type *

Vendor

Payee *

‘ Select payee

We can't display the payees right now. Please check back in a few minutes.

Cancel




What we did: Create best practices to solve for +80% of use cases

Once applied, these best practices will provide

explicit guidelines for 86% of all current . . n
SI-owned API calls. Half page empty state s 1
Contextual error alert + messaging > 51
Contextual warning alert + messaging % 96 l
Warning alert on settings page X 93
Error temporary alert N 28 410
Warning temporary alert % 1 '
Full page modal i 5
Error message (other) i 86
Workflows error i 23
Error in 3rd party app N 8
TBD - unsure of use case N 65 65
475
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https://docs.google.com/spreadsheets/d/1D0DquUD7q4EyThE4YHyTP85kqW85pLVpVgFCakj6DKs/edit?usp=sharing

What we did

1. |4 Current state audit

2. |4 Market research

3. |4 Build baseline best
practices

4. |4 Analyze and categorize API
UX responses

5. |4 Create best practices to
solve for +80% of use cases

6. Create a single source of
truth for both eng and UX
best practices




What we did: Create a single source of truth for both eng and UX best practices

Integration
Reliability
Best Practices

About
Engineering best practices

Integration reliability best practices

UX best practices

Tips for navigating this prototype: A) | shareprototype Options v 7
To best view these guidelines, change Actual size (100%)

Figma’s settings to Fit width in the Fit to screen

Option menu that appears when you Fit width N
hover over the top right of the screen. Fill screen B

Disable default keyboard navigation

Once you do that, scroll and click
intractable elements just like you would
any webpage.

Show hotspot hints on click

Show sidebar

Show Figma Ul
Got it! Take me to the best practices. e
L Accessibility settings...

Figma link



https://www.figma.com/proto/2l1UBEcI8i9Yj6BHgfZIfB/SI-Reliability-Best-Practices?page-id=290%3A2632&type=design&node-id=1102-31007&t=5WU8bdZtIXJJSWlf-0&scaling=scale-down-width&starting-point-node-id=1102%3A31007

Current UX Responses: Future UX Responses:

38% have passable error response 86% have effective error responses
Current UX Responses Totals AV Future UX Responses Totals
Nothing and retry (for a set amount of time) ~ 67 Full page empty state ¥ 18
Nothing and don't ret Y 87 Half page empty state X 1
Error message in console, nothing in UI v 1 Contextual error alert + messaging N 51
Error message (but partly worked) v 4 (172‘7’;:1) Contextual warning alert + messaging ¥ 96
Success message (but partly failed) v 3 Warning alert on settings page N 93
Success message (but completely failed) v 2 Error temporary alert Y 28 410
Stuck loading state v 9 Warning temporary alert N 1
176 Full page modal & 5
177
Good(ish?) error message v 1 Error message (other) v 86
Incorrectly says no [objects] exist v 38 Workflows error N 23
Error on 3rd party app (we don't control this) v 3 Error in 3rd party app \/ 8
Not sure - 73 73 TBD - unsure of use case v 65 65
464 475

HubSpdt


https://docs.google.com/spreadsheets/d/1D0DquUD7q4EyThE4YHyTP85kqW85pLVpVgFCakj6DKs/edit?usp=sharing

Integration
Reliability
Best Practices

Which brings us to today!

Integration reliability best practices

¢°

HubSpot’s integrations allow users to connect data between HubSpot and 3rd party applications.
However, when a 3rd party app has an outage or breaking change that affects HubSpot, it

impacts our users’ ability to perform actions and see up-to-date information.

The following best practices inform engineering and user experience design responses to

common use cases we see during 3rd party outages.

4

RS

Engineering best practices

ty outage related fo your integration,

User experience best practices

"4 Current state audit
Market research
Build baseline best
practices

4 Analyze and categorize API
UX responses

Create best practices to
solve for +80% of use cases

4 Create a single source of
truth for both eng and UX best
practices



Next steps

Engineering Best @ ® UX Best
Practises Written Practises
Using API Audit Integration Written
results Reliability play Goal is mid August ScolfoincsieametEnd Goal for most teams -
Shared with Triads on giss End of Q4

. 14th July -

Today @

Q3 2023 Q4 202 |
H2 2023

June July August September October November December 111/

Backend ENG Improvements
UX Improvements




‘ Next steps

o avg # of jira attaches
Success metrics 5
We will compare our baseline number of %0

Jira attaches related to SI outages to

future numbers. 2

avg # of jira attaches

10

Rest of HubSpot

Scope

HubSpdt



Thank you



